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1 Introduction

The term ubiquitous computing was coined by Weiser (1991) and focuses
on the increasing number of computing devices that are surrounding hu-
mans in everyday life. Physical objects, information and processes merge
providing economical, social and individua benefits, such as new prod-
ucts, services, and business models, increased security and safety, and
higher convenience for consumers. In UbiComp people will no longer be
aware of their usage of IT systems since these have “disappeared” and be-
come part of everyday products, so called Smart Devices (e.g. an intelli-
gent fridge ordering automatically goods and services on demand, etc.)
Today, UbiComp receives attention under the label Radio Frequency Iden-
tification (RFID).

RFID is, first of al, a technology that alows wireless communication
and identification building on radio waves between objects. Secondly
RFID means a system that includes not only the communication interface
but hardware and software components that reach from physical infrastruc-
ture to applications, and thirdly, it enables some of the concepts that are
necessary for building UbiComp systems. RFID systems allow the auto-
matic data collection caused by real-world events and therefore the
automisation of many manual data collection activities in and between
companies (e.g. real-time monitoring of goods, etc.) The full exploitation
of the potentias is by far not yet reached today, the full impact is still to
come (Sheffi 2004). Today, automotive, manufacturing, pharmaceuticals,
healthcare, and logistics are among the most important industries for RFID
usage (Furness 2005; Strassner and Fleisch 2005; Strassner and Fleisch
2002; Fleisch and Dierkes 2003). This chapter gives an overview about po-
tentials and challenges of ubiquitous computing (UbiComp) for business
management. The objective is to introduce applications and usage scenar-
ios that might be supported by UbiComp. The analysis starts with a defini-
tion of an UbiComp system and its components. Potentials of UbiComp
are identified categorized into three major areas. as an identification and
information technology, as an enabler for improving processes and deci-
sions in a rea-time enterprise, and as a driver for the long-term vision of
the “internet of things’. For each area challenges and issues are identified.
In concluding we highlight aspects managers should consider when think-
ing about their future IT landscapes and business opportunities.
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2 RFID Technology

The basic technology in a RFID system consists of an information and
communication technology (hardware) layer including objects, tags, read-
ers, sensors, and actuators, and an information system layer including mid-
dleware, applications, and interfaces as software components (Fig. 1).

Information and communication technologies
Tags
A
A
Readers
A
v
Middleware
A
\ 4
Application
A
\ 4
4 ............. > Intercompany network 4 ............. >
Information systems
— Flow of data

Fig. 1. UbiComp system

An object isaphysical item, for example a good, a machine, an asset, are-
source, a container, avehicle, apallet, or aliving being, such as an animal
or a person, that is equipped with atag. To identify persons, tags may be
attached to an object the person possesses like a garment, a passport, or a
key. All objects in the RFID-system covering a specific sector of the
“physical world” have atag.

A tag is apiece of hardware attached to an object and able to communi-
cate with a reader. Tags store data and the most important data is a unique
ID for the object. They may possess additional storage capacity and inter-
faces to sensors. Tags are attached to the objects for enabling their auto-
mated identification and they come in several flavors which differ in size,
price and technical capabilities. Among the most important tag characteris-
tics are the need for power supply (i.e. passive tags need to internal power
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supply), communication range, capacity of data storage, ability to perform
calculations and logic, and interfaces to sensors. To protect the tag from its
environment different bodies are used, like glass or plastic coils or the tag
is applied on paper or foil or directly printed on the object. The tags com-
municate with readers on a wireless radio interface. Since the physical
characterigtics as the materials (metal, fluid) of the object might influence
the communication, and in many situations objects are hidden beneath
other objects, packed together on pallets or in containers or shielded by
other objects, the place of the tag must be selected properly.

A reader is a device that communicates on one side with tags, on the
other side with a backend system. Readers can be split into several compo-
nents again. The reader has first, a wireless communication interface to the
tags, second, a communication and processing interface to the middleware
layers, and, third, a reader management component. The communication
interface to the tags must ensure that events in the physical world like the
change of the status of an object are received correctly. This raises data
transmission challenges, especially in areas where several readers are used.
Communication bandwidth is limited and when several readers want to
send and receive information at the same time, this causes collisions. The
same problem can occur when there are several tags which want to send
information. Especialy when tags are moving and are only for a limited
time in the reading range of a reader, the correct recognition of physical
events becomes difficult. Basicaly, this limitations lead to the phenome-
non that physical changes of objects are not recognized properly in the sys-
tem consisting of the tag, the radio communication interface and the
reader. A problem is that changes (such as the movement of an object) are
completely missed and not grabbed by the reader. Strategies to dleviate
this problem include the coordination between several readers to reduce
collision and the prioritization which changes and which objects are most
relevant.

The second component of the reader is the interface to the middleware,
where raw data events are transformed and transmitted to middleware
servers. Some of the functions like prioritization, cleansing, filtering and
aggregation can be done in the reader, reducing the amount of data to be
communicated to the middleware. This is especially relevant if reader and
middleware communicate over channels with limited bandwidth or discon-
tinuous connectivity, for example with mobile readers and mobile commu-
nication networks. The reader management component becomes relevant
in usage scenarios where there are many devices, for example at a produc-
tion site. To reduce the effort to administrate and check the reader hard-
ware which might be placed in difficult to reach locations and to ease col-
laboration between several reader devices. With ongoing technology
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devel opment, the capabilities of readers will grow and shift more functions
from the middleware to the readers.

The middleware is a component that performs data processing tasks like
aggregation and filtering and makes the raw data from the reader usable by
applications. A lot of raw physical events, which are not relevant for any
application, are gathered by the reader, so strategies for distributing and
forwarding only relevant data are necessary. Data cleansing, filtering and
aggregation are also necessary. The middleware also takes part of the
management of the infrastructure and should hide problems on the com-
munication layer (Krishna and Husak 2005; Floerkemeier and Lampe
2005).

The application system connects the UbiComp applications with other
IT systems in an organization, for example for supply chain management
and resource planning. It includes functions to support management deci-
sions and to control and monitor processes.

While the application system focuses on the single enterprise, the inter-
company system connects several organizations across the value chain. The
application system also includes infrastructure and services that deal with
information exchange, interoperability and directories.

Physical world

Sensors Actuators
A
v
Readers
v v 4
Middleware

Information world

Fig. 2. UbiComp as bridge between physical and information world
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Context is information about an object including the unique 1D, sensor
data, and information gathered or created during the lifetime of the object.
Context information may be stored on the tag or by the backend system
(Finkenzeller 2002).

A sensor is a piece of hardware that is able to gather information about
its environment such as position, temperature, pressure, brightness, or
moist. Sensors might be placed at the object and communicate directly
with tag or might be external source that are connected to the UbiComp
system (Dongwon et al. 2005).

An actuator is a device that influences its environment physicaly, for
example a machine, a robot, or a display. It might be controlled by an
UbiComp system to adapt the environment and process actions for objects.

Ubi Comp systems bridge the gap between the physical world and thein-
formation world, in this case by merging physical world objects with tags
(Fig.2). Thus it becomes possible to process automatically an object’s con-
text. The middleware does not only provide access to via readersto this ar-
tifact, but also to sensors and actuators.

To make information accessible to humans and maje the potentias of
UbiComp usable for improved convenience, productivity and efficiency,
adequate human-machine interfaces must be designed. They have to pre-
sent information and capture input in a usable way (Nagumo 2002; Raskar
et al. 2005).

3 Potentials of UbiComp

The potentials of UbiComp could be achieved in a three step roadmap
(Fig. 3).

- First, RFID can become a driver for efficiency through improved per-
formance at reduced prices for existing processes (this e.g. is the current
state of mind for RFID usage in retail industry).

- Second, RFID might increase integration and efficiency through impro-
ved new processes and decision structures.

- And third, RFID might enable a paradigm shift leading to the Internet of
Things, where new products and services lead to new business models
and higher quality of life for everyone.
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Fig. 3. Potentials of UbiComp

3.1 RFID as Enabler for More Efficient Identification
Technology

In this stage RFID serves primarily as identification and information tech-
nology. The potentials and benefits of UbiComp lie in more efficient proc-
esses (e.g. in automated goods receipts in retail or manufacturing, etc.),
with higher performance at cheaper prices. RFID systems combined with
optimized processes allow better management of information in companies
and organizations and to solve problems and shortcomings of existing
processes.

3.1.1 Potentials

I dentify with increased efficiency

Since cogts for identification are reduced, identification can be used more
often and in finer granularity throughout the process chain, where first ap-
plications are seen in logistics and supply chain management (Kinsella
2003; Twist 2005). This leads to decreased cost of identification of flows
of goods, since UbiComp makes the identification of objects faster, easier
and more error prone compared to traditional identification methods as
barcodes or |abels. Readers do not need a line of sight to the objects, which
alows the scanning of objects packed together or stored in containers.
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Tags are more resistant against dirt, damage or other environmental influ-
ences. ldentification can be automated without human interaction and thus
human mistakes. Furthermore it is faster since many objects can be recog-
nized at the same time. This can for example be used in logistics, where a
large number of objects have to be processed in short time.

I dentify unique objects on an item level

Objects are identified not only on a generic class level, but each item has a
unique eectronic identity. Customers and consumers can be protected
against fraud (e.g. by storing the unique identification number and the way
of the good through the sales channel) and can be sure that the good they
own does not only look like the one they wanted but was originally manu-
factured by a certain company. This is not only relevant at product piracy
in industries with high value brand name items, but also for spare parts and
products where a possible reduction in quality or changed technical char-
acteristics can cause damage. Safety and security are increased, when ob-
jects are easier to distinguish, for example in health applications, where
correct drugs and treatments should be applied to the correct patient, or for
homeland security and access control.

Get context of objects

The identification of objects aways comes with at least one type of con-
text data: the information that the object was in the proximity of a reader
(which has a position) at a certain point of time. This context can be used
to make it easier to prevent theft (e.g. by detecting when a good leaves a
certain area or by verifying the original owner), to locate items in a ware-
house, in production facilities or container management or on promises for
logistics. When the identification information is merged with sensor data
and these data are stored historically, objects can be traced. Single items of
a production series are in many cases difficult to distinguish when they ar-
rive at the customer. When problems are discovered that occurred earlier
in the process chain (e.g. hidden defects) it is a complex and expensive
task to trace all products and repair the defect. For some items it is also
important that an item was not processed in certain locations, by certain
persons or organizations because negative influence or the ateration of the
item could lead to security of safety problems. When an object can be
identified uniquely, this can be used to access information related to this
single object and does process items not only based upon a general object
class and its genera characteristics. In manufacturing and logistics a
higher flexibility and granularity can be reached.
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3.1.2 Challenges

Reliable har dwar e level

According to experience reports on current implementations of RFID, the
reliability of processes on a hardware layer is a challenge. Defective tags
may lead to objects invisible to a system, as limited bandwidth, errors oc-
curring on the air interface between readers and tags, interference by ex-
ternal sources or unfavorable environmental conditions. The 100% preven-
tion of such failures might be impossible or cause significant costs.

Availability & accessibility of information

When information and context is stored in a system which is intercon-
nected by a communication network, an entity which requests data is con-
fronted with problems of availability, consistency and security. Informa-
tion might be stored at several physical or logical locations and might be
replicated to increase efficiency. Directories are necessary to find this stor-
age location and transmission of data must be protected against tampering.

Privacy and access control

In many situations it must be assured that only alimited number of organi-
zations are able to use information stored on the tag (identification) or in-
formation connected to the context of an object. This leads to concerns in
regard of privacy but also to complex decision who can access information
(Data X was collected by organization Y at time T and is stored at Z —who
is alowed to access or change this data?) (Ohkubo et al. 2005; Pedak
2005).

Precision and quality of information

Context information coming from sensors and external sourcesis available
in several degrees of precision. Especially for position information the
quality of data might be more a probabilistic assumption and not sufficient
to support certain applications. Applications must be able to cope with
these diffuse data and be able to use other technol ogies where necessary.

Standards

Since hardware such as readers and tags come from different manufactur-
ers, there should be standards to hide specialties of single implementations.
This abstraction (e.g. of hardware types, communication protocals, data
exchange formats) must not only cover technical details but also include
standards to exchange information about context, its representation, and
logic to control and manage hardware.
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3.2 RFID as Enabler for the Real-time Enterprise

UbiComp might enable managers and organisations to make faster and
better decision and to better plan and control processes. This is the core of
the vision of the the Real-Time Enterprise (RTE), a vision coined by Gart-
ner Research and others. The fundamentally idea is that an enterprise can
gather real-time information, allowing it to change its operational charac-
teristics dynamically in response to changing external parameters and to
generate new sources of revenue, avoid unnecessary business expenses and
significantly improve business processes (Neil and Clark 2003). In aRTE
managers can use the information about identification and context to man-
age their enterprisesin real time and use resources more efficiently. On the
other hand, control can be moved down from a central Enterprise Resource
Planning system to the location much closer to the processes and questions
involved, leading to new problem solving strategies.

3.2.1 Potentials

Better decisions by managers

UbiComp provides managers and consumers with more information and
leverages better, more efficient and faster decisions (Smith and Mckeen
2005). The abundance of information does not come for free, since the rep-
resentation and processing of data must be in a format that does not over-
strain human abilities. Decisions must be supported in a proper way and
the interface to users must be appropriate. For some items the process of
the identification of the item and the provisioning of connected informa-
tion (handling instructions, details about characteristics) is complex from a
process view including human interaction. These processes can be simpli-
fied, for example in a shop floor environment where consumers receive de-
tails about a product or in a manufacturing process where workers receive
handling instructions.

Improved integration of processesand partners

UbiComp can improve the integration of processes and partners in enter-
prises by providing better and more detailed information about the status
of goods in the supply and the production chain (Van Nunen and Zuidwijk
2004; Krikke et al. 2004). Management can react faster to chalenges and
changing interna and external requirements which allows providing addi-
tional value to customers and taking market changes into account. For out-
bound logistics and after sales services higher service levels can be
reached and sold.
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3.2.2 Challenges

Information retrieval

More information does not automatically lead to better decisions when the
excess of datais not analyzed and aggregated in a way managers can un-
derstand and use. This challenge has been addressed for more than two
decades in the context of management information systems (MIS) and
many challenges (e.g. as to adequate task-technology fit of such MIS or in-
formation retrieval needs of managers, etc.) have to be taken into consid-
eration. The design of human-machine interfaces and the representation of
relevant information is a challenge that must be solved before UbiComp
can leverage all potentials.

Middlewar e and applications

The middleware in UbiComp systems is a key component to connect to
hardware from several manufacturers and information systems in compa-
nies. Due to the diversity of existing products and legacy systems already
in place the flexibility and ability to integrate those solutions is critical.
Application systems must not only be able to analyze and monitor the sur-
plus of information made available by UbiComp, but also support control
structure and processes. Furthermore, the amount of generated data in-
creases which presents challenges to the communication and information
system infrastructure. Necessary up front investments to make middleware
and applications available have to be weighted out against benefits.

3.3 RFID as Enabler for the Internet of Things

UbiComp can not only lead to more distributed processes in companies,
but also alows a stronger interconnection of organizations in the value
chain: From manufacturers, suppliers, retailers, service providers, up to
customers and consumers, Companies can keep an information link to
every physical object they processed, shipped, manufactured or used at any
time which alows new business models shifting the focus from the single
specific step in the value chain to a more holistic view where solutions and
services become more prominent (Fleisch 2001).

3.3.1 Potentials

Self management of objects

The vision of the internet of things, where every item as simple as a light
bulb (Gershenfeld et al. 2004) is connected to the internet, leads to the
question which form of problem solving (centralized vs. distributed) and



288 U. Sandner, J. M. Leimeister, H. Krcmar

control (company centric vs. holistic) does provide benefits for certain
tasks and physical goods and how business models can realize these bene-
fits. Processes are not planned centrally, but autonomous, decentralized
“smart” units solve problems on their own. The shift of problem solving
from a central location to multiple single processes is also an area of re-
search in other fields, like organic computing.

Items can report information about themselves (identification), their
status and their environment with the help of sensors, be able to communi-
cate with other objects, possess computational power to process data, and
influence their surrounding with actuators. Given that many objects are
smart they form a swarm which leads to a distributed, decentralized sys-
tem. In an enterprise context, this idea can be broken down into the vision
of the virtual enterprise where all resources (people, goods, products, as-
sets) and their related processes are monitored and controlled in real time.

This changes the location where information is stored and processed and
where processes are changed. When a machine in the production line is
recognized to cause problems or stops working, an alternative production
setup can be discovered by objects and they can “decide’ to use an dterna-
tive machine for the next step. Objects can use actuators to adapt their en-
vironment so it fits their needs, leading to self-healing processes.

New services and business models

Ubicomp enables companies to keep a connection to the products and
goods manufactured or processed through the whole product lifecycle,
even when the object is located at the premises of the customer. This al-
lows completely new services and business models where solutions be-
come more important. Not only do physical characteristics of a product de-
fine the benefit it delivers, but also connected and surrounding services.
Furthermore, different pricing and billing models are possible, from price
discrimination based on more information on customers to billing on a per-
usage base. Processes can be divided in more granular and individual
steps, leading to finer measurement of the value contribution of single
players and virtual organization forms (Banavar et al. 2005).

Improved quality of life

Although UbiComp is seen as a threat for privacy, it has the potentials to
improve the quality of life for everyone. As a consumer, people receive
more information about products leading to higher safety and security, for
example in areas such as food or drugs. In health and emergency response
applications, faster response times and fewer mistakes become feasible.
The usage in homeland security plays an important role in countries that
face the danger of terrorist attacks. This sector is becoming a major driver
for research & development on UbiComp technologies.
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3.3.2 Challenges

Standards

If the potentials of UbiComp should be exploited fully, an application must
not only focus on single organizations but should be able to span across the
whole value chain and integrate multiple players along the value chain
such as suppliers and retailers. This needs first common standards and data
exchange structures to allow sharing identification, information, and con-
text about objects, but also interfaces to connect processes and decisions.
Different solution providers and manufacturers as well on the information
and communication technology layer as on the information systems need
to make their solutions able to communicate with each other.

Global infrastructure

To allow the interconnection of enterprises and their UbiComp applica-
tions there is a need for a technical infrastructure that enables these inter-
connections. Similar structures are already present in the World Wide
Web, for example the domain name service. Also, the organizational as-
pects of these structures (operation of the infrastructure, management of
unique IDs, certification of players) have to be discussed, where for exam-
ple EPCGIlobal could play an important role.

Acceptance and Privacy

UbiComp provides vast opportunities for consumers, but also faces chal-
lenges in regard to privacy. Companies, lobbyists and governments have to
inform and educate the public (Eckfeldt 2005; Glnther and Spiekermann
2005) and inform about risks and privacy issues. At the same time, techni-
cal solutions must be found to allow people to control their privacy, to
identify Ubi Comp technology in products they buy or use.

Intelligent objects

When abjects should sense their environment, plan ahead, interact with
other objects and decide, algorithms are requires which give objects these
capabilities and intelligence. Research fields like organic computing, se-
mantic modeling, swarm intelligence and agents can give important input
to solve these problems (Brock et a. 2005; Bodendorf and Zimmermann
2005).

4 Qutlook

UbiComp provides vast benefits in several areas, from replacing current
identification technologies to having large impact on society and economy.
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In afirg step, it can become an efficiency driver for optimizing existing
processes and realize cost benefits. Afterwards it will allow rebuilding and
automating processes to a higher degree than today by giving management
the tools to decide better and faster. At the same time, control over proc-
esses will move from central application systems to the locus where prob-
lems arise and enable smart objects to shape their environment. Enterprises
can integrate internal and external steps of the value chain to a larger ex-
tend, making economy more effective. With the help of aglobal infrastruc-
ture, the internet of things might have huge impact on economy and pro-
videindividual benefits to everyone.

But there are also challenges and risks from technica problems on the
hardware layer, question on the algorithms of intelligence for objects, up to
privacy issues in the social and legal framework. Standards and the ques-
tion of integrating existing systems to make the vision possible also need
further research.

Companies should keep in mind that the importance of RFID as a core
technology of UbiComp is aready rising, and cannot be ignored for much
longer. It will not only be about replacing barcode, but will affect a lot
more processes, products or services. They also should be well aware of
the fact that RFID usage is not only a thing of their own choice, but can
also be declared necessary or even compulsory on the part of business
partners, as happened in the cases of Wal-Mart and Metro. It is therefore
essential to keep watch of the RFID activities of close neighbours in the
supply chain. Companies are well advised to concretize and substantiate
their RFID visions in order to know their needs and possibilities and to de-
velop an action plan they can refer to.
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