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ABSTRACT: Trust provides the foundation for the successful implementation and op-
eration of a virtual community (VC). Trust is an especially relevant success factor in
online health-care communities. A look at existing communities leads to the conclu-
sion that many VCs fail to meet requirements upon which trust is established. Based
on the findings in the literature and the researchers’ experience, this paper describes
how trust-enabling functionalities can be systematically designed and implemented
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in a VC for cancer patients. Consequently, the outcomes of these design measures are
evaluated. The evaluation results show that supporting trust can be achieved follow-
ing a two-step model. The presented components support the perceived competence
and perceived goodwill of the operators and the other members. Perceived goodwill
and competence then support the process of creating and sustaining trust between
members as well as between members and the operators of the VC and contribute to
the successful implementation and maintenance of the community. The paper con-
cludes with a discussion on further trust-supporting components yet to be imple-
mented and gives recommendations for further research in this area.

KEY WORDS AND PHRASES: access rights, anonymity, health care, online community,
perceived competence, perceived goodwill, quality-assured content, transparency cri-
teria, trust, virtual community.

THE OBJECTIVE OF THE WORK DESCRIBED in this paper was to design, implement, and
evaluate different trust-enabling functionalities in a virtual community (VC) for Ger-
man cancer patients (for a closer look at the community, please visit the Web site
www.krebsgemeinschaft.de).

There are two reasons why trust and trust-supporting functionalities are of major
importance for building and nurturing a VC for cancer patients, as compared with
other VCs. First, the members of the community are more elderly people, as the oc-
currence of cancer is correlated to age. Even if these persons are interested in the
Internet and the community, they treat the “new” media with skepticism. Second, the
life-threatening situation of cancer patients and the taboo topic “cancer” itself re-
quires a high level of trust. The theoretical body of knowledge on trust and on sup-
porting trust has not yet been substantiated for VCs, and the theoretically grounded
design of trust-supporting components in VCs in general has hardly been addressed.
Even less emphasis has been placed on high-involvement communities such as com-
munities for patients. The theoretical rationale of this work was to verify existing
models of trust and trust-supporting factors for areas of application previously not
researched.

Trust and Building Trust—Some Fundamental Considerations

Trust is a basic organizing principle of interpersonal exchange relations [43, 44]. It
can be described as the problem of acting without knowing the reaction of the ex-
change partner in advance [28]. Trust has been defined from several scientific per-
spectives: sociology, philosophy, socio-psychology, and economics [1]. For purposes
of this study, we use the following definition by Gambetta: “Trust (or, symmetrically,
distrust) is a particular level of the subjective probability, with which an agent will
perform a particular action, both before [we] can monitor such an action . . . and in a
context in which it affects [our] own action” [16, p. 217].

In accordance with Gambetta’s definition, one perspective of research focuses on
how factors such as ability, benevolence, and integrity contribute to trust building
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[30, 40], whereas another perspective focuses on the trust-building processes. Five
processes have been identified [10, 29]: a calculative process (a trustor develops trust
based on the calculation of the cost and reward for a trustee to cheat or to cooperate in
a relationship); a prediction process (a trustor develops trust by predicting a trustee’s
future actions based on his past); a capability process (a trustor develops trust based
on an evaluation of the trustee’s ability to fulfill his promises); an intentionality pro-
cess (a trustor develops trust based on his perception of the intentions of the trustee);
and a transference process (a trustor develops trust based on transferring trust from a
known entity to an unknown entity).

The various perspectives on trust, unclear definitions, and overlapping categoriza-
tions have challenged researchers in the area for many years (for further details on
different approaches in the IS-field, see, e.g., [6, 8, 17, 20]).

One common denominator, in accordance with Gambetta’s definition and the pre-
viously mentioned perspectives on trust, has been a categorization of trust proposed
by Abdul-Rahman et al. [1]. Following this lead, social scientists have identified three
types of trust:

1. Interpersonal trust: The type of trust one agent has in another agent on a per-
sonal level. This trust is both agent- and context-specific. For example, Jane
may trust Peter regarding a consulting service for financial assets, but may not
trust him in the context of babysitting her children.

2. System trust: This type of trust is not based on any property or state of the
trustee as defined in interpersonal trust. It is, rather, based on the perceived
property or reliance on a system or institution within which trust exists—for
example, the monetary system.

3. Dispositional trust: This type of trust describes the general attitude of the per-
son seeking trustworthiness toward trust. Therefore, it is also called “basic
trust,” which means it is independent of any other party or context.

These three types of trust differ in the way in which they can be established within
a VC. According to McKnight et al. [32], dispositional trust is based on two presup-
positions: First, one presumes that others are generally trustworthy—and, therefore,
one should trust them. Second, one presumes that trusting others leads to better out-
comes irrespective of whether these other people are good or not. According to this
understanding, no component or factor can have a direct effect on dispositional trust.

In contrast, interpersonal trust and system trust can be attained through trust-sup-
porting factors. Consequently, the following sections focus on the establishment of
interpersonal and system trust in VCs.

Trust and Trust-Supporting Factors in the Context of
Online Applications

In order to maintain an online application, we need to find ways to enable trust sys-
tematically. Figure 1 demonstrates two major trust-supporting factors and their influ-
ence on the development of trust—perceived competence and perceived goodwill.
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Perceived competence in the off-line environment is monitored by organizations
that investigate and evaluate the reputation of other organizations; for example, rating
agencies such as Standard & Poor’s or Moody’s. These organizations collect and
analyze information about business partners and provide this information as a com-
mercial service.

Within the context of online applications, many “trust partners” have been estab-
lished. As independent organizations, these trust partners guarantee compliance with
standards (i.e., secure payments and encrypted secured data transmission). In the
online world, examples are “trusted shops” at online platforms such as epinions.com,
or commercial solutions offered by companies such as Verisign Inc. Through con-
tinuous examination of, for example, the handling of privacy regulations, these insti-
tutions support the development of trust. They may also force business partners to
adhere to standards in order to ensure that customers receive the goods or services
they expect [41].

There are several factors that can influence perceived competence and perceived
goodwill positively (see Figure 2). Perceived competence can be supported by clear
definitions of the various responsibilities of the individuals providing goods or ser-
vices. The disclosure of all prices, delivery times, taxes, or cancellation fees is meant
to be an advantage for the buyer or consumer. Binding terms of use and codes of
behavior are applied accordingly.

A further indicator to support perceived competence is the disclosure of patterns of
past performance. Examples include airlines’ reports on on-time percentages for ar-
rivals and departures or realtors’ statistics on the number of houses bought and sold.
The disclosure of performance reports may attract users, as does information about
the organization and its management. Even skeptical consumers may be engaged and
assured by the transparency of performance numbers [41].

Figure 1. The Influence of Perceived Competence and Perceived Goodwill on Trust (adapted
from [1, 11])
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Perceived goodwill is more difficult to describe. It can be experienced as the dis-
covery of a cooperating partner’s good intentions and can further lead to the develop-
ment of interpersonal trust. Examples in the off-line world often refer to aspects such
as common courtesy and complimentary behavior of market partners when, for ex-
ample, a customer’s complaint is handled in favor of the client without legal necessity
to do so.

In accordance with the existing literature on trust, the rationale of this work was to
develop a set of components that affect both perceived competence and perceived
competence in a positive manner. Hypothetically, the two constructs should, conse-
quently, have a positive affect on trust.

The Health-Care Sector: Characteristics of a Breast Cancer
Community

Two key characteristics of a VC need to be considered in addition to the aforemen-
tioned general factors necessary for the development of trust. These are the target
group and the topics discussed in the VC. In this case, the target group is breast cancer
patients and the topic is cancer.

Breast cancer patients demand special requirements for the user interface and the
composition of the platform.1 Due to factors related to disease incidence, the topic
(breast cancer) attracts a somewhat older female population. Thus, age and gender
characteristics of the target group were taken into consideration in designing the VC.

As “cancer” is a personal experience that is still associated with negative social
stigma, participation of the community members takes place on a particularly per-
sonal and intimate level. From the patients’ viewpoint, being diagnosed with cancer is
the beginning of a period of extreme physical and psychological stress whose end
cannot be predicted because of the lack of curative treatment and the possible occur-
rence of relapse.

In order to deal with this stress, patients and their relatives need comprehensive
information at all stages of the disease trajectory. Because the diagnosis of cancer can

Figure 2. Trust-Supporting Components and Their Influence on Perceived Competence and
Perceived Goodwill (adapted from [1, 11])
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be life threatening, the trustworthiness of the information given is of critical impor-
tance. Thus hospitals, medical professionals, and caregivers remain the most impor-
tant source of information [21, 22, 33]. However, information and interaction are
often ubiquitous desires for the patient and seldom coincide with the physicians’ work
schedule. Patients experience other needs in addition to the simple retrieval of medi-
cal knowledge. The desire for social, peer-to-peer interaction, emotional support, and
mobility are commonly expressed in self-help groups [12, 18, 31, 35, 42]. Interest-
ingly, self-help groups only attract 3 percent of cancer patients according to Hasebrook
[18]. Possible explanations for the low participation rate are that interested persons
are unable to locate a group in their vicinity, or group meeting times do not fit indi-
vidual patient’s schedules [26].

The results of focus groups consisting of individual cancer patients and members of
cancer self-help groups held during the COSMOS (Community Online Services and
Mobile Solutions) project indicated that a large number of potential community mem-
bers expressed interest in using the Internet, but are skeptical about issues relating to
the protection of privacy. In particular, the fear of abuse of personal data for advertis-
ing purposes deterred persons from using online services [11].

In the absence of trust, it is unlikely that patients will exchange intimate feelings,
personal concerns, or taboo topics. Trust also plays an important role for the develop-
ment of empathy (in the sense of feeling what another person feels and responding
compassionately to it [27]), although the interaction between trust and empathy in the
online world has hardly been researched [13].

Health-related VCs, in general, and VCs that deal with life-threatening diseases, in
particular, are high-involvement VCs. Usage patterns found in these VCs are different
than in other VCs, especially in lower-involvement VCs such as communities of prac-
tice in companies or communities centered around hobbies. VCs for patients tend to
have higher levels of interaction [36, 37] and empathy [39].

In summary, members of patient communities, in general, cancer communities, in
particular (especially in Germany), seem to have a higher demand for trust compared
with members of “normal” communities. The following design of functionalities ac-
commodates these requirements for the case of the VC krebsgemeinschaft.de as an
example of a high-involvement community in the health-care domain.

Design of Trust-Supporting Components

THE THEORETICAL BACKGROUND ON TRUST and the influence of perceived goodwill
and perceived competence on trust can help in deriving design measures for support-
ing trust in VCs. The test of these theoretically motivated design components can then
be used as an exploratory test for the underlying theoretical constructs applied in the
domain of high-involvement VCs. The components discussed in this section repre-
sent concrete possibilities to support the process of building trust. According to the
different types of trust explained above, this concept differentiates between compo-
nents required to support system trust and those that support interpersonal trust by
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affecting positively the perceived competence and perceived goodwill of the actors
within a VC of cancer patients.

Perceived Competence

Essential design components for supporting perceived competence in a VC are trans-
parency, high-quality content, the operator’s model, and access rights. According to
the previous outlines of the literature on trust, these components should be designed
in a way that maximizes their positive influence on perceived competence. Each of
these components will be addressed in light of this objective.

Criteria of Transparency

The adherence to standards established by external regulatory agencies or influen-
tial institutions is necessary in order to increase perceived competence in the VC.
One such agency is the Health Information System Action Forum (afgis), estab-
lished in 1999. The aim of this nonprofit forum is to develop a sustainable quality
assurance process for German-language health information on the Internet. To attain
this goal, the task force “Quality Assurance” drafted the following ten criteria of
transparency [34]:

1. transparency of providers (name and address of the provider is clearly visible
at the site);

2. transparency of goal, purpose, and target groups of information (the targeted
audience is clearly defined);

3. transparency of authors and data sources (names, functions of authors, and
sources of data are identified);

4. transparency of actuality of information (dating of information is indicated);
5. transparency of feedback mechanisms (opportunity of providing feedback,

for example, via e-mail, to the providers of information);
6. transparency of quality assurance procedures (statements relating to the qual-

ity of information are published);
7. transparency of separation of advertising and editorial contents (product ad-

vertisements are clearly separated from factual content);
8. transparency of financing and sponsoring (financial support from companies

and organizations is clearly identified);
9. transparency of cooperation and networks (any and all associations with com-

panies or governmental/political organizations are indicated);
10. transparency of use and protection of data (indication of whether and how user

information may be collected or used is clearly stated).

The afgis subgroup “Quality Assurance” is presently transforming these criteria
into extensive and detailed guidelines. Operators must submit an application and meet
minimum standard requirements in order to display the afgis trust seal on their Web
site.
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Quality Assured Content

The quality of the content published on a VC is an important factor in establishing
perceived competence. In the case of krebsgemeinschaft.de, the content is provided
by the reputable German cancer information service (Krebsinformationsdienst [KID]),
which is associated with the German Cancer Research Center in Heidelberg. KID
plays the role of content manager for the VC. This institution has a long track record
in supporting cancer patients via telephone hotlines and e-mail services. Through
KID’s association with the German Cancer Research Center, the latest research re-
sults are available and integrated into the Web site in a timely fashion. Each text
module of the Web site is proofread by a recognized expert in the field of oncology
for correctness and relevance.

The Operators of Krebsgemeinschaft.de

The motivation and background of operators of a VC play a central role in regard to
perceived competence. For example, sites of pharmaceutical companies producing
chemotherapeutic agents seldom publish information related to competing treatment
options or alternative treatments. Information on alternative treatments would be bet-
ter answered by an independent operator with no known ties to commercial entities.
For this reason, the accurate disclosure of information regarding the site operators is
important in the establishment of trust within a VC.

The Access Rights Concept

Access rights refer to the determination of accessibility to various functions within
the VC and are assigned according to the status of the individual member.

As stated above, interaction not only offers patients information but also serves as a
source of support. In order to enhance the supportive aspects of the VC, we designed
and implemented the “exchange services” Discussion Board, Ask an Expert, Contact
Search, and Chat.

The discussion board supports the asynchronous exchange of information between
the members of the community. Ask an Expert represents a special form of the discus-
sion board. This service offers members the opportunity to address questions to an
expert (physicians with specialized knowledge) during a limited time range. Only the
designated expert answers questions. The Contact Search component serves the com-
munity members by connecting them with others who are in a similar situation in life,
or have similar interests. The exchange service Chat offers community members the
opportunity to communicate synchronously with each other, independent of location.

The access right concept assigns permission to use the exchange services to the
members of the VC. The concept follows the five social roles that were originally
identified by Kim [23] from her studies of the development of VCs. Kim distinguishes
between visitors, novices, regulars, leaders, and elders [23]. Following Kim’s social
roles, three levels of authorization are assigned at krebsgemeinschaft.de. Visitors who
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are simply lurking at the site own the authorization level “guest.” On registering with
krebsgemeinschaft.de, they are promoted to the level “member.” During the course of
membership, a member can receive the authorization level “VIP member.”

Moreover, within krebsgemeinschaft.de, the authorization level “expert” and sev-
eral administrator authorizations have been appointed. These other types of authori-
zations needed to be established due to specific characteristics of the domain and
specificities related to project organization. The authorization level “community man-
ager” is occupied by a physician from the “Onkologischer Schwerpunkt Stuttgart,” a
network of several hospitals that provide specialized cancer treatment in Stuttgart
(Germany). This community manager is responsible for the medical care within the
community. The “Krebsinformationsdienst (KID)” provides cancer-related content
and is thus assigned the role of “content manager.”

In total, there are seven authorization levels within krebsgemeinschaft.de (see
Table 1). By dint of these levels of authorization, the rights for individual functional-
ity are assigned. The most important states of the concept of authorization are sum-
marized as follows:

• Unregistered users of the platform (guests) may browse the summary pages of
both the Discussion Board and Ask an Expert; however, they are denied access
to the content of the contributions to these sections and are themselves unable to
contribute. Guests do not have access to the services Contact Search and Chat.

• The functionality “Change Contribution/Question” is restricted to the person
making the contribution or posing the question. A question may be changed
only as long as the expert has not yet answered it. These two restrictions apply to
members and VIP members.

Table 1. Authorization Levels of Krebsgemeinschaft.de [11]

Authorization
Level title Description of authorization assignment 

1 Guest Unregistered user of the Web site.
2 Member Registered user.
3 VIP member Registered user with special authorities—upgraded by

the Community manager (permanently); upgraded by
another VIP Member within the Chat (temporary).

4 Expert Professional expert—appointed by Community
manager; special authorization for “Topic of the week,”
otherwise authority level Member.

5 Community Supervision of the community (e.g., answering
manager members’ inquiries and recruiting experts)—

appointed by the project team.
6 Content Responsible for procuring and maintaining content

manager appointed by the project team.
7 Administrator Technical administration of the platform—appointed

by the project team.
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• It is possible for experts and administrators (authority level 5–7) to change or
delete the contributions of community members in order to adhere to Discus-
sion Board rules.

Further development of the Chat will allow each member to become a temporary
VIP member. This occurs when a member opens up a new room with a new topic
within the Chat. The member now has the rights of a VIP member, but this applies
only to his or her own room and applies only for the duration of his or her stay in the
room. Members seeking more privacy can establish a “private” room.

Perceived Goodwill

Perceived goodwill can refer either to the operators of the VC or to other members of
the community. In order to signal to the members of krebsgemeinschaft.de the great-
est possible goodwill of the operators, the motivation of the institutional partners is
clearly stated on the Web site, and it is noted that no commercial interests guide the
community. The perceived goodwill of the users among themselves is supported by
the possibility for members to forego anonymity by displaying data contained in the
user profile (see Table 2). Through this step, members demonstrate their goodwill by
revealing personal data to other members within the community.

User Profile

The user profile contains compulsory and optional information that a member pro-
vides upon registration. If a member of the community publishes a contribution or
asks a question, the contributor’s name is shown as a hyperlink. By clicking on this
hyperlink, one obtains the user profile of the corresponding member. The extent of
information other members see on the user profile depends on the level of anonymity
the member has chosen. Furthermore, the information contained in the user profile
serves as a data base for the service “Contact Search.” Table 3 describes the optional
fields of the user profile.

Concept of Anonymity

Each member of the community decides which kind and how much personal data is
revealed to other members. Guests are unable to obtain any data. Each person deals
individually with his or her illness, and it is the right of members to decide on the
level of anonymity desired within the VC. Members can choose between four differ-
ent levels of anonymity. Table 3 provides a description of each of the four possible
anonymity levels.

The anonymity level “anonymous—show friends all” offers a unique differentiation
to the members of the VC. If a member has established friendship through chatting or
participation in the Discussion Board, he or she can add this person to the personal list
of friends. Members included on the list of friends are able to view all data entered;
members not noted on the list receive the anonymous form of a user’s profile.
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Table 2. Anonymity Levels and Their Effects on the Representation of the User
Profile [11]

Level of anonymity Effects on the representation of the user profile

Display nothing Indicated: “User does not want to indicate his personal
data!”

Anonymous Indicated: user name, country, status of user, connection
with the illness, data of diagnosis, type of cancer, phase of
illness, type of therapy, hobbies, interests (other).

Anonymous—show Indicated to members: user name, country, status of user,
friends all connection with the illness, data of diagnosis, type of

cancer, phase of illness, type of therapy, hobbies, interests
(other) → all entered data is indicated to friends.

Show everything Indicated: all entered data.

Implementation Examples of Additional Components of
Krebsgemeinschaft.de

THIS SECTION PROVIDES AN OVERVIEW of the components that have been implemented
in krebsgemeinschaft.de. First, we describe the components implemented to support
perceived competence. Second, the components implemented to secure perceived
goodwill are described.

Implementation: Supporting Perceived Competence

As previously discussed, perceived competence is crucial to the success of a VC. In
order to achieve and demonstrate perceived competence, the aforementioned afgis
criteria of transparency were implemented in krebsgemeinschaft.de.

Transparency of providers is fulfilled by the imprint placed in the section “ueber
uns” (“about us”). Furthermore, the logo of the VC is placed on every site as a visible
label. The transparency of goal, purpose, and target groups is already evidenced by
the URL www.krebsgemeinschaft.de (translated: “a cancer community”). In addi-
tion, a statement on the home page clarifies that the focus of the community is on
survivors of breast cancer, relatives, and other interested persons. The link “gefuehrte
tour” (guided tour) links to the site map. The content management system guarantees
that all published information is up-to-date. With these instruments, the content man-
ager (KID) ensures the “transparency” of authors and data sources as well as actuality
of published content.

There are many options for feedback within the community. On one hand, users
can comment on or criticize the layout and content of the Web site by clicking on the
link “anregungen und kritik” (“comments and suggestions”). On the other hand, visi-
tors can contact the community manager directly via e-mail in the section “kontakt”
(“contact”). Finally, the section “über uns” (“about us”) presents additional routes to
contact all involved project partners.
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Table 3. Optional Data Contained in the User Profile [11]

Reference Field name Remarks/format

Personal information
/D15/ Title Format: text field
/D130/ Birthday Format: “DD.MM.YYYY”
/D140/ Family status Values: “no reply,” * “single,” “married,”

“divorced,” “separated,” “cohabit,” and “widowed”
Format: list to select

/D190/ Private telephone Format: text field
/D200/ Fax Format: text field

The illness
/D210/ Connection with Values: “survivor,” “relative,” “expert,” “other”

the illness Format: text field
/D220/ Connection (other)
/D230/ Date of diagnosis Format: “DD.MM.YYYY”
/D240/ Type of cancer Values: “breast cancer,”  “leukemia,” “other,”

“no reply”
Format: list to select

/D250/ Type of cancer (other) Format: text field
/D260/ Phase of illness Values: “no reply,”  “before therapy,” “in therapy,”

“remission,” “no metastases,” “metastases”
Format: list to select

/D270/ Type of therapy Values: “radical surgery (removal of the
breast),” “X-ray therapy,” “removal of lymph
nodes,” “breast saving surgery,” “hormone
therapy,” “breast reconstruction,”
“chemotherapy,”
Format: check box

/D280/ Type of therapy (other) Format: text field
Personal interests

/D290/ Leisure activities Values: “music,” “opera/theater/musical,”
“dancing,” “walking,” “cinema”
Format: check box

/D300/ Interests (other) Format: text field

Notes: For referencing the long-term stored data, Balzert [4] suggests the format as follows:
/D10/, and so on. * The preselected value (standard) is in italics.

The transparency of quality assurance procedures is more complex. By the item-
based editing of the content, information concerning date, item category, and author
can be collected, saved, and presented. Thus, the users know which person is respon-
sible for the content. In addition, the information (which is quality assured as indi-
cated above) is clearly separated from other (user-generated) content by the navigation
and further comments. Especially in the discussion board, the user is informed that he
or she is responsible for his or her own contributions, and that the operators do not
accept liability for any user postings on the board.

The demand of afgis for transparent separation of advertising and editorial content
does not apply to this community, as it is not financially supported by advertisement.
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Thus, transparency of financing and sponsoring as an issue is eliminated. The home
page provides information about the research project operating this VC (COSMOS),
the project partners, and the source of funding (the German Ministry of Research and
Education). The section “über uns” (about us) clearly lists all cooperation partners
with contact information.

During the registration process, all users are required to read the terms of use and
the data security declaration; this satisfies the requirement for addressing the issues
of transparency of use and protection of data.

Implementation: Supporting Perceived Goodwill

The user profile and the concept of anonymity have been implemented to only a cer-
tain extent. Some of the designed optional fields have not yet been included in the user
profile. The current user profile, however, does offer community members the oppor-
tunity to get to know each other easily. Through user suggestions, a further function-
ality was integrated: as a member of krebsgemeinschaft.de, one can send an e-mail to
other members by clicking on the link located at the bottom of the user profile (see
Figure 2). This is a simple way to start direct and personal communication.

It should be kept in mind that an extensive registration and verification process is
mandatory for all potential users of the VC. As part of the registration process, users
reveal personal data, but these data are only used for community management pur-
poses. The anonymity concept allows users to decide on the desired degree of pri-
vacy; as much or as little information as desired can be displayed without revealing
sensitive personal data such as real names, addresses, and so on. Figure 3 illustrates
the user profile with the indicated anonymity levels “show everything,” “anonymous,”
and “display nothing.”

The anonymity concept provides users with a personally flexible and easy way of
sharing private information with the community. In this manner, each member im-
proves and contributes to perceived goodwill (and also to the perceived competence)
by displaying sensitive data such as type of disease, type of treatment, interests, and
so on. Moreover, members are aware that in the case of bad conduct, the community
management has access to full member information and it can take appropriate ac-
tions to maintain a healthy community life.

Evaluation of the Implemented Trust-Supporting Components

EVALUATION, ACCORDING TO BORTZ AND DOERING [7], deals with the verification of
the efficacy of an intervention (e.g., a therapy, an action, etc.) by means of empirical
research. Summative evaluation focuses on the outcome or the final results of an ac-
tion, whereas formative evaluation focuses on the continuous development of the in-
tervention. Within a formative evaluation, the interventions are tracked continuously
and the results are used as a basis for appropriate further actions (if necessary) in order
to achieve the overall objective of the intervention [7]. Thus, the formative evaluation
serves to track and improve interventions. In the case of krebsgemeinschaft.de, formative
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Figure 3. User Profile in Different Anonymity Levels [25]

evaluation is applied in order to verify the utility, use, and benefits of the developed
trust-supporting components for a VC for cancer patients.

Methodological Aspects

Deriving statements on the efficiency of the different actions aimed at supporting the
development of trust within the community krebsgemeinschaft.de requires defined
reference measures for the success of each single action and of all actions combined
(in this case, measures for the success of the entire VC). However, in field research, it
is difficult to define success measures or respective cause-effect-chains for single
actions/interventions, as these affect the user both independently and in combination
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with other actions, therefore their effect cannot be regarded in isolation. Often, it is
only possible to measure and evaluate the sum of several actions and influences as a
whole. One can assume that the successful conception and implementation of trust-
supporting components will lead to a successful VC (for the evaluation and success
measurement of VCs, also see [2, 9, 39]). For the proposed formative evaluation, we
used self-reporting data sources (online surveys) and archive analyses, log file analy-
ses, and observations.

Choosing an online survey as a method to collect data poses some important conse-
quences for the process of the investigation and for the design of the questionnaire
(for further details, see [5, 14]). Some basic problems occur when conducting an
online survey. The sample is self-selective and therefore cannot be regarded as being
representative, and statements about “nonparticipants” cannot be made [19]. The ques-
tionnaire used in this study was structured, tested, and, consequently, adapted to the
needs of the specific targeted audiences. For this purpose, a pretest followed by a
discussion with the test persons was conducted. In addition, an online pretest was
carried out that tested the content and the functionality of the questionnaire. The
instrument intends to measure the effect of the design measures on perceived compe-
tence and perceived goodwill, but also addresses the level of trust directly.

Survey Results

Since trust-related issues can (to some extent) be articulated by the members of the
VC, conducting an online survey is potentially fruitful for evaluating the effect of the
trust-supporting components. Structure and content of the user survey followed the
concept of trust and trust-supporting factors as introduced in the first section (see
Figure 1).

To prove the concept and validate the effects of the trust-supporting components,
the following research questions guided the online survey:

1. Do the members of krebsgemeinschaft.de assign a positive perceived compe-
tence and a positive perceived goodwill to the operators?

2. Do the members of krebsgemeinschaft.de trust the operators of the commu-
nity and their provided content?

3. Do the members of krebsgemeinschaft.de assign a positive perceived compe-
tence and a positive perceived goodwill to the other members?

4. Do the members of krebsgemeinschaft.de trust the other members and the
user-generated content?

The survey is provided in the Appendix. In order to measure the degree of trust to-
ward other members and operators, several questions were posed that measured per-
ceived benevolence and the perceived competence of members and operators as well
as the respective trust.

Moreover, the users were asked if the members of krebsgemeinschaft.de were dis-
posed to deliver personal information within the community and if they would accept
advice provided by other members or the operators. According to the findings of Ridings



116     LEIMEISTER, EBNER, AND KRCMAR

et al. [40] that a strong relationship exists between “trust” and “desire to give” and
“desire to get information,” these behavior patterns were used as indicators for the
existence or nonexistence of trust. They show whether the members of krebsgemein-
schaft.de are disposed to exchange their own data and information within the VC and
whether they are willing to accept the information provided. By integrating Ridings et
al.’s [40] measures and findings, the overall existence of trust in the VC was addressed.
By comparing the effects on perceived goodwill/competence and on trust in general,
the link between trust-supporting components and trust was addressed.

General Information About the Respondents

Duration of membership data on the study sample is indicated in Table 4. Twenty-five
percent of the respondents had been registered for less than one month and 50 percent
of the respondents had been registered for more than six months at the time of the
initiation of the study.

The frequency of usage of members is displayed in Table 5. It is notable that 25 of
32 respondents visit krebsgemeinschaft.de at least once per week.

Trust in the Operators of the VC Krebsgemeinschaft.de

None of the questions intended to measure the competence or the perceived benevo-
lence of the team was answered negatively (no question was answered with “I do not
agree at all” (5) or “I do not agree” (4)). The mean value of all answers was between “I
totally agree” (1) and “I agree” (2). This result assigns a high level of trustworthiness
to the provider. The question directly linked to the trustworthiness of the provider was
also answered positively (average of 1.63). This confirms other results concerning

Table 4. Duration of Membership in Krebsgemeinschaft.de (n = 32)

Duration Frequency Percentage

< 1 month 8 25.0
1–3 months 4 12.5
4–6 months 4 12.5
> 6 months 16 50.0

Table 5. Frequency of Usage of Krebsgemeinschaft.de (n = 32)

Frequency of usage Frequency Percentage

Daily 5 15.6
Several times per week 15 46.9
Once per week 5 16.5
Less 7 21.9
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“perceived benevolence” and “perceived competence.” The users acknowledged that
both the provider and the team of supervising physicians possessed the necessary ex-
perience and knowledge to competently manage krebsgemeinschaft.de. Also, the re-
verse-coded control question, “From time to time I do have the impression that the
team is not capable of answering my cancer-related questions well,” did not change
the picture and underscored the competence of the managing team (see Figure 4).

The interviewed members of krebsgemeinschaft.de expressed the opinion that the
team operating the VC is highly motivated to act in the members’ interest and tries to
support them. Furthermore, they were in agreement that the team would not misuse
the granted trust (in terms of information committed to their care). All in all, the
members of krebsgemeinschaft.de were of the opinion that the team is benevolent
(see Figure 5).

As a result, one can assume that the members’ trust in the managing team and the
provided information was relatively high.

Trust in the Other Members of the VC Krebsgemeinschaft.de

No question concerning perceived benevolence and competence of the other mem-
bers of krebsgemeinschaft.de was answered with “disagree strongly.” One member
answered three questions with “I do not agree.” The median of all questions was
between “I totally agree” and “partly.” This indicated a high trustworthiness of the
other members within the community. The direct question concerning other mem-
bers’ trustworthiness was answered with “I agree” (median of 2.27). This reconfirms
the findings above.

Figure 4. Perceived Competence of the Team/the Operator.
Note: n = 32.
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Perceived Competence of the Other Members. The sharing of experiences by other
members was rated as useful (median of 1.96), but already the knowledge and com-
petence of the users is not fully adjudged (median of 2.44 for “The other members of
krebsgemeinschaft.de are familiar with the topics they discuss”; median of 2.36 for
“The other members always know what I am speaking of”; see Figure 6). Members
were more critical in their answers concerning the question relating to following the
advice of other members (median of 2.72).

The interviewed persons seemed not to have faith in the competence of other mem-
bers—at least not enough to follow the advice of fellow members. The reverse-coded
question “Not all information provided by the other members is always correct” was
averagely answered with “partly” (median of 2.93). This demonstrated that there is at
least some doubt concerning the correctness of member-supplied information. Over-
all, the perceived competence of the other members seems to be relatively good, but
limited, leading to a lower amount of confidence in other members. However, the
correlation between the relatively negatively perceived competence of other mem-
bers compared to the perceived competence of experts does not necessarily reflect the
failure of trust-supporting components for other members. It may be due to a “real”
lack of competence of the other members. Nevertheless, it is conceivable that expert
knowledge is not a prerequisite for being a member within a VC for cancer patients.

Expert knowledge can in fact be provided by the operator of the VC, whereas the
members contribute to the usefulness of the VC through their relaying of experiences
and their personal characteristics such as cooperativeness, openness, and responsive-
ness. One indicator supporting this idea is the fact that other members were consid-
ered as trustworthy despite a lack of confidence in their competence.

Figure 5. Perceived Goodwill/Benevolence of the Team/the Operator.
Note: n = 32.
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Perceived Goodwill/Benevolence of the Other Members. In contrast to the limited
perceived competence, the benevolence of the other users was graded high (Figure 7).
The median of the questions, with which this trait was measured, lies between 1.63
(“It is important for the members to support each other”) and 2.24 (“The members of
krebsgemeinschaft.de would never consciously give me wrong information”). As a
result, the members’ benevolence was graded very high and the dealings between
each other can be specified as empathetic. No question related to the perceived be-
nevolence was answered with “I disagree strongly” or “I do not agree.”

This pattern of response is a further hint for the irrelevance of perceived compe-
tence for credibility and trustworthiness with respect to other members. The other
members are perceived as benevolent, a fact that might be more important for the
members than the professional knowledge and expertise of their communication part-
ners. Empathy and trustworthiness do not correlate with perceived competence of the
communication partner. Considering the reason for meeting in the community, every-
one shares a similar problem, being affected either directly or through a related per-
son by a life-threatening disease. It becomes obvious that the quality-assured and
centrally provided content on the platform allows members to focus on empathic
support and additional information exchange on issues not covered in the centrally
provided content section of the platform. This might explain why the members as-
signed a high level of benevolence, and at the same time, a lower level of competence
to the other members.

Reported Usage and Online Behavior

In addition to the self-reported statements on perceived benevolence and perceived
goodwill of members and the operator, it is important to evaluate whether the users’
actions correspond to their stated levels of trust. According to Ridings et al. [40], there

Figure 6. Perceived Competence of the Other Members of the VC Krebsgemeinschaft.de.
Note: n = 32.
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is a strong correlation between trust and the desire to give information (information
giving) and to use it (information taking) in VCs. Therefore, one can assume that
giving personal information and using personal information from other members are
indicators for the presence or absence of trust within the VC.

Information Taking. The information collection on the topic breast cancer and on how
to cope with the disease (centrally provided by the operators of krebsgemeinschaft.de)
as well as the use of experience reports of other members were reported to be impor-
tant reasons for visiting the community. This indicates that the members have confi-
dence both in the quality-assured information provided by the operators as well as in
the member-generated content, as long as it related to empathic issues or experiences
of members.

Information Giving. Results of the questions on “exchanging information” indicated
members’ confidence in the other members and the provider. They visit
krebsgemeinschaft.de with the intention of sharing their knowledge (median of 2.0)
and experience (1.93) with others. Since members deal with a life-threatening disease
and very intimate and private issues, it seems obvious that a specific amount of con-
fidence in communication partners is necessary for people to share their experiences
within this context.

In total, the answers given by the queried members of krebsgemeinschaft.de indi-
cated that the members have confidence in each other and in the operator of the com-
munity. They visit the community in order to become active, and to search for thematic
and personal information. The members act according to their self-reported trust in
operator and peers. They use the centrally provided information and are willing to
reveal and exchange personal information and experiences within the VC. All in all,

Figure 7. Perceived Goodwill/Benevolence of the Other Members.
Note: n = 32.
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this reveals the members’ trust in krebsgemeinschaft.de in general. Not only do they
express confidence in the competence of the operator and the members, but they also
act accordingly.

Document Analysis and Observations

The artifacts in the community give a rich and deep understanding of the life in the
VC krebsgemeinschaft.de and the level of trust that members have in the community
and each other. With the poem “Sign in the Heart . . . ,” an active community member
described her feelings for the VC. Inspired by the original text of a popular German
poem, she versified a corresponding variation about krebsgemeinschaft.de. Given
such an impetus in form of her poem about the importance and meaning of the com-
munity, the members started a vital discussion on the specific use of the Internet, in
general, and of krebsgemeinschaft.de, in particular, for persons in their situation.
This discussion reflects how fast the members reach the private level and reveal de-
tails on their individual situation to delineate in which position they are. It can be
assumed that VCs such as krebsgemeinschaft.de, which leave it to the users to choose
their preferred degree of anonymity, lower the barrier to openly discuss taboo sub-
jects (see Figure 8).

This might be interpreted as evidence for the hypothesis that VCs enable people to
talk frankly on topics that are too difficult to be discussed in real life.

Figure 9 shows how two members of krebsgemeinschaft.de try to bolster up a young
woman who is suspected to have breast cancer. They offer her being interlocutors in
this difficult moment and appeal to her to keep up. Both emphasize that she is not
alone and can rely on the support and advice of the community members. It is one of
many empathetic discussions within the VC and a good example for the support the
members can receive by the community.

Figure 8. Thread in the Discussion Forum [25]
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The entry in Figure 10 was posted at the end of a discussion about the subject
“depression” and shows that enough interpersonal trust has been established to openly
discuss taboo subjects.

Summary and Implications

Krebsgemeinschaft.de is a type of support community, as it provides not only factual
information but also emotional support for its members. Observations and archive
analyses indicate that members candidly and empathically interact with one another,
especially via the Discussion Board and Chat. The log file analyses and the user
numbers (by July 2004, krebsgemeinschaft.de had more than 1,000 registered users)
underline the success of the project. The results of the surveys intended to measure
trust prevailing within the community seem to certify the success of the trust-building
components. The design measures seem to have had a positive effect on perceived
competence and perceived goodwill of the operators. Similar results were found con-
cerning perceived goodwill of the other members, but slightly lower levels were re-
ported for the perceived competence of other members. Moreover, the data revealed
that the respondents declare relatively high levels of trust toward operators and rela-
tively lower levels (but from an absolute perspective, still high levels) of trust toward
other members of the VC. These data support the underlying theoretical constructs by
showing that the elements of the design measures had an effect on perceived compe-
tence and perceived goodwill. Moreover, one can derive from the differences of re-
ported trust and perceived competence (especially of other members) that the

Figure 9. Thread in the Discussion Forum [25]
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cause-and-effect relationship between perceived competence, perceived goodwill,
and trust as presented in the literature was supported.

Artifacts of usage as well as the results of extensive observations comply with this
result: Members are willing to use information provided by other members and dis-
close personal experiences within the community. Therewith, they demonstrate their
trust that this information will not be misused and that information and data provided
by other members is trustworthy and correct. As verification of this, respondents indi-
cated that they based real-life actions on information gathered in the community.

The archive analyses give a clear impression of the motivation for using
krebsgemeinschaft.de, of the personal benefit for the users, and of the role trust plays
in the VC.

These results must be seen in light of the study’s limitations. The findings of this in-
depth case study need further empirical substantiation, especially in respect to other
high-involvement VCs or to other domains for VCs outside the health-care realm.
The study sample consisted only of members of krebsgemeinschaft.de; those who
visited the site but decided not to become members were lost to possible inclusion in
the study. The inclusion of nonmembers could have provided valuable data for testing
the effect of the design measures and the underlying concepts: Was it an issue of trust
that made them decide not to become members? In reality, it would have been diffi-
cult to gain access to anyone who visited the site but did not join. Interestingly, the log
file analyses of krebgemeinschaft.de show a low rate of onetime visitors, regardless
of which criteria proposed for VCs in the literature [9] is applied.

Future Outlook and Research Recommendations

THE IMPLEMENTED COMPONENTS ARE only a first step toward understanding trust
support in the context of online communities. Trust is a multidimensional construct;

Figure 10. Thread in the Discussion Board [11]
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a complete in-depth analysis was not possible within the confines of this project. The
researchers are of the opinion that the full potential of technical or organizational
support of trust has not yet been exploited.

In extension of the model introduced in Figures 1 and 2, future steps should focus
on factors influencing perceived goodwill and perceived competence. One possibility
for achieving this can be the use of reputation indicators that assist with this process.
In the following, three possibilities are presented that promote the communication
and visualization of reputation [24]:

1. Mutual appraisal of transaction partners: Many online auction platforms have
created the possibility for involved partners to mutually evaluate themselves
after a transaction. Often, this appraisal is a combination of a standardized
rating (e.g., based on a scale of one to five stars) and a field for open com-
ments. The problem with this type of evaluation is that users may remain anony-
mous and, thus, the power of expression of the individual evaluation is rather
minimal. The persuasiveness of the whole evaluation is dependent on the num-
ber of evaluations from different users. Therefore, the greater the number of
positive evaluations from transaction partners, the more likely other users will
trust the value of this positive feedback [15].

2. Appraisal of opinions: The usual practice of online auction platforms is that
no direct appraisals of transaction partners takes place; rather, it is only the
recommendations and/or information that are evaluated (e.g., as realized at
www.ciao.com with “very helpful,” “helpful,” “little helpful,” and “useless”).
The average of the appraisals can be calculated and represented visually.

3. Relationship networks: The idea behind this concept is to find a reputable
person who provides information as to the trustworthiness of a potential coop-
eration partner. To accomplish this, data about the relationship between the
cooperating partners must be collected prior to the transaction. The developed
relationship networks can then be visualized.

Appraisals of opinions and relationship networks usually use experts to guarantee
the correctness of the data provided. Furthermore, the expert has to have access to the
data about the relationship between the cooperation partners. Therefore, these solu-
tions are rarely implemented. In contrast, mutual appraisal of transaction partners is
used often, because it provides reputation based on transactions at minimal costs.

In order to support the perception of competence and goodwill of transaction part-
ners, reputation indicators are helpful [38]; see also Figure 11. They compensate for
a certain lack of primary information and refer to personal experiences as well as
experiences of others. Therefore, reputation is defined as “an expectation about an
agent’s behavior based on information about or observations of its past behavior” [1,
p. 6009].

Future research should focus on possibilities of appropriate reputation mechanisms.
Rating mechanisms for user-generated content, users, and operators are promising
starting points for supporting perceived competence and perceived goodwill in VCs
in general, and in VCs for patients in particular. Rating information in the context of
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krebsgemeinschaft.de means that single information items can be rated by each reg-
istered user. Thus, the centrally provided and quality-assured content could be evalu-
ated by the users in the context of usefulness and comprehensibility. Positive feedback
strengthens trust concerning the quality of the content. User-generated content, such
as postings in the discussion board or contributions from onetime users, could even-
tually be rated to support perceived competence and perceived goodwill; these events
could further encourage trust among members of the community.

In addition to technical components geared toward supporting perceived compe-
tence and benevolence, the community management plays an important role for the
creation and maintenance of trust. Moderation should guide the community accord-
ing to intersubjectively comprehensible rules to support trust within the VC. The struc-
ture and content of these rules for moderation and management, as well as questions
such as “What has to be moderated, how and when?” have yet to be researched.
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Technische Universität München and 02 Germany. The project is funded by the German Min-
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further information, please visit www.cosmos-community.org. The main objective of the project
is to examine the design, development, and maintenance of virtual communities.

NOTE

1. The conception of a development model for health-care communities is done by Arnold
et al. [3].
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