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Abstract— Patient data, particularly emergency data, must be 
available to medical personnel within a short time frame and 
independent of potential interruption of (mobile) network 
connections. Additionally, medical data is confidential 
information that must not openly be available to anyone with 
physical access to the storage media. The planned German 
electronic Health Card (eHC) is supposed to hold emergency 
data. However, the eHC smart card will not always be available 
to caregivers in emergency situations, e.g., unconscious patient, 
since it cannot be duplicated, customized or read without physical 
contact. We therefore propose the SemTag prototype which 
utilizes Near Field Communication (NFC) technology to provide 
secure and quick access to medical information. Caregivers have 
the opportunity to store encrypted medical data on tags for a 
particular group of addressees, e.g., for emergency cases in home 
care environments. The tags can be placed on highly visible 
locations, e.g., entrance areas of homes and carried by the user in 
form of a token. Neither ubiquitous network access nor the 
unique eHC is necessary, to view emergency medical data within 
home care environments. Hence NFC tags can be regarded as a 
tool for information and identification alternative to distributed 
information systems for the collaboration of caregivers. This 
manuscript shows the technical storage and encryption process of 
emergency data on NFC tags. The technical feasibility, benefits, 
limitations and future research prospects of the prototype system 
are discussed. 

I. INTRODUCTION 
In Germany, over 70% of health-related emergencies 

happen at home and more than half of these emergencies occur 
in an age group older than 65 years. Additionally, 
approximately 23% of the population keep a single household 
and therefore live alone [1]. In the case of an emergency 
happening in a single household, caregivers and emergency 
personnel currently face the problem of acquiring timely and 
critical medical data within a short time frame, since the single 
source of information is the patient.  

Therefore, documented historical and medical patient data 
by patients’ care givers and general practitioners is in such 
case not available to emergency personnel on site. The 
possible information asymmetry causes serious threats to the 
patients’ health. Integrated health information systems have 
the potential to resolve the described information asymmetry, 

improve healthcare quality [2] and increase the effectiveness 
of health-related emergency services. 

Accordingly, German health authorities are currently 
building a nationwide telematics infrastructure (TI) to connect 
care providers’ information systems via a common network 
[3]. On the basis of the proposed TI, telemedicine services will 
offer communication, cooperation, and documentation features 
implemented as Web services to ensure pervasive availability 
and integrity of medical data among the German public health 
system. In the case of the proposed infrastructure, medical 
patient data is either stored on central servers, portable carriers 
(i.e., smart phones and tablet devices) or electronic Health 
cards (eHC). 

A major goal of the introduction of eHC is the enforcement 
of patient centered medicine [4], standardization and 
transparency of medical treatment processes. A commission 
composed by an equal representation of health insurance 
providers, medical associations, and governmental institutions 
worked out a specification [5] to guarantee universal 
accessibility of standardized data beyond institutional 
boundaries. The efforts aim to ensure reduction of healthcare 
costs by, e.g., avoiding redundant examination and 
administration of patients, and improve patient safety [6].  

According to calculations, telemedicine services provide 
added value of between 7.5 and 29.5 billion Euros until 2020. 
[7]. Major advantages of electronic medical services are (i) 
pharmaceutical drug safety, (ii) insurance data maintenance, 
(iii) electronic healthcare records (EHR) and (iv) emergency 
records.  

Nevertheless previously conducted surveys have shown that 
a vast majority of physicians displayed a tendency to reject 
telemedicine services, planned to be introduced by the 
implementation of the TI [8, 9]. Numerous campaigns have 
been started by medical associations and politicians, calling for 
a moratorium on national TI initiatives with a central storage 
[10]. The main reasons for a rejection of the TI initiative are 
safety concerns regarding centrally stored patients’ medical 
data. This reaction can be regarded as a common pattern 
towards telemedicine initiatives, which negatively affect the 
acceptance of telemedicine services by health care personnel 
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[11]. As of today, all planned German TI services except the 
emergency record are postponed due to privacy concerns. 

Hence we subsequently propose the SemTag prototype, 
which might contribute to the acceptance of the eHC system by 
implementing smart cards and Near Field Communication 
(NFC) technology, to enhance the security of technical utilities 
during medical emergencies. Dependency on centrally stored 
data is avoided by employing NFC as decentralized storage 
media. This manuscript shows a proposed prototype for the 
interaction of NFC tags and eHC, using signature, encryption 
and authentication features of the TI to improve and ensure a 
secure accessibility of patients’ emergency data.  

II. RELATED WORK ON SECURITY IN NFC APPLICATIONS 
NFC is a comparatively novel wireless communication 

technology that is primarily used for mobile payment and 
ticketing applications [12, 13], involving smart cards or mobile 
devices. It is a short range high frequency wireless 
communication technology that allows data exchange between 
devices that are about four inches apart [14, 15]. It is an 
extension of the ISO/IEC 14443 [16] proximity-card standard 
(such as contactless card, RFID, etc.) that combines the smart 
card and the reader into the same device. Due to the majority 
of NFC applications using sensitive data, e.g., bank account 
details, a comparatively large body of scientific literature deals 
with security aspects in NFC applications [12, 14-20].  

NFC applications generally implement one of three distinct 
operation modes, defined by the NFC forum [21]: 

 
• The peer-to-peer mode is used for a bidirectional 

communication between two NFC enabled devices. 
This mode enables the transfer of small amounts of 
information between mobile phones, e.g., contact and 
social networking information [22] or Bluetooth pairing 
information. 

• In the card emulation mode, an NFC device acts as a 
smart card. In this mode, an external NFC reader cannot 
distinguish between an actual smart card and the NFC 
device. This mode is primarily used for payment and 
ticketing applications [13]. 

• The reader/writer mode enables the NFC device to 
“read and alter data stored in NFC compliant passive 
(without battery) transponders” [14]. These 
transponders or NFC tags are attached to SmartPosters 
and store additional information, e.g., a URL or 
location information for a location-based application 
[23-25]. 

 
There are multiple security issues, involved in all three 

operation modes, e.g., eavesdropping in peer-to-peer and card 
emulation mode [18], or denial of service (DoS) attacks with 
wrong NFC tags [12]. The relevant security issues for the 
proposed prototype however, involve the reader/writer 
operation mode in which sensitive, encrypted patient data is 

stored and read from a NFC tag. This entails that used NFC 
devices have a secure means to store a decryption key and 
decrypt sensitive data. 

The storage of personal and sensitive data, e.g., a decryption 
key, necessitates the use of a tamper-prove secure element 
(SE) that provides a secure area for the execution of the NFC 
application (in case of the proposed prototype, the decryption) 
and protection for the data assets (in case of the proposed 
prototype, the decryption key) [20]. There are a few 
alternatives for these secure elements that can be divided into 
removable and non-removable variants. Non-removable secure 
elements are either integrated into the baseband processor of 
the mobile device or implemented as a piece of embedded 
hardware. However, since non-removable secure elements are 
soldered into the device, they have “to be replaced and 
personalized every time the user changes his/her handset” [20]. 
Removable variants of secure elements are, e.g., secure 
memory cards consisting of a memory card and a smart card or 
a SIM (Subscriber Identity Module) card. The use of SIM 
cards as secure elements for NFC applications can be argued, 
since SIM cards have a widespread dispersion in almost any 
mobile device. They provide a network connection, computing 
power for decryption algorithms and an integrated secure 
storage that makes it “possible to store keys, which aren´t 
accessible from the outside” [26]. Nokia introduced a novel 
NFC enabled mobile device, the Nokia 6216, which is 
suspended by today, to be the first to use SIM cards as a secure 
element for NFC applications.  

III. TECHNICAL AND LEGAL FRAMEWORK OF THE GERMAN 
TELEMATICS INFRASTRUCTURE 

In Germany the TI is used as the backbone for the 
mandatory eHC system. The infrastructure connects existing 
information systems of care providers via a common network 
[3]. Within the service-oriented architecture of the TI, 
centralized servers or decentralized components provide 
services, e.g., the encryption, digital signature and authorization 
of emergency data. The primary systems of the TI, i.e., 
information systems of medical institutions can utilize these 
services to communicate or collaborate with other care 
providers to maintain, review or share medical data objects. A 
local Connector component encapsulates all local services as 
encryption or card access and establishes a secure virtual 
private network (VPN) connection to the central servers if 
needed [5]. The Connector is connected to smart card readers, 
which allow access to the eHC. All individual related medical 
and administrative data uploaded to the central servers have to 
be encrypted, using a hybrid encryption method [5]. The 
private keys are located on the smart card chip of the eHC and 
cannot be extracted from there. Hence, they can be used for 
digital signatures and the encryption of medical data. 
Decryption of the access key happens within the microchip of 
the smart card after authorization with a Personal Identity 
Number (PIN). Patients can use public keys of health care 

51



institutions to encrypt the data for the receiver in order to grant 
them access to their personal medical data. Given, that the 
receiver of the medical data is a specific physician, the patient 
needs to access the physician’s certificate, either located on the 
so-called health professional card (HPC), or available via a 
public key infrastructure. To encrypt the medical data for larger 
groups of caregivers, e.g., emergency physicians, institutional 
smart cards, called Smart Media Card (SMC) hold private keys 
of institutions [27].  

The patient related requirements for the development of the 
TI are derived from legal conditions, given in the German code 
of social law [28]. Following the political goals of achieving 
high patient involvement into medical processes, patients are 
required to be in full control of their data. They have to agree 
on collection, usage and processing of their medical data for 
each service and care provider ex ante. In order to warrant this 
requirement, the medical data needs to be encrypted with the 
public key of the source patient and is therefore solely 
accessible with the private key stored on the patient’s smart 
card [27]. It is furthermore a mandatory requirement for the TI 
that patients can view all their data and a record of its usage. 
These requirements apply in the same way to the proposed 
SemTag prototype system. To ensure that patients can exercise 
these legally granted rights, three types of patient interfaces 
were suggested for the TI:  

 
1. All primary systems using the TI (stationed at 

medical sites, e.g., practices or hospitals) will have 
dedicated patient front-ends, comprising a separate 
trusted viewer (patient monitor) and a card reader [3].  

2. Shared patient interfaces are provided as Point of 
Information (POI) terminals, set up in, e.g., hospitals, 
surgeries or common locations [3].  

3. The initial architecture also suggested an Internet-
based front end for home usage, i.e., Patient@Home 
[3].  

 
However, the cost analysis for the TI indicates that the 

Patient@Home access will not be supported [7] in the medium 
term. Therefore the mandatory patient transactions cannot be 
supported via this interface. Thus, emergency data will only be 
processed within the practices of caregivers. Therefore it is 
necessary by law that the emergency tag is authorized by the 
patient at the caregivers’ facilities. Additionally, the patient 
has to accept the authorization of the addresses personally.  

IV. USE CASE SCENARIO 
In the following a use case scenario for a possible 

employment of the SemTag prototype is outlined. In the 
course of the use case scenario description we focus on an 
application within the home environment as described 
previously. We believe that the proposed scenario could be 
formulated in various versions by simply expanding the field 
and environment of application, e.g., public and hospital 
environments: 
 

The sirens’ sound of the ambulance vehicle yell through the 
streets of a Southern German suburb, while the ambulance 
crew is getting ready and prepared for an emergency which 
was registered and answered by the control room just some 
minutes ago. The ambulance crew received basic information 
on the circumstances at site and general status of the patient. 
The patient seems to live in a single household and fell 
unconscious while communicating with the control room’s 
personnel. On site, the ambulance crew enters the patient’s 
home with the help of the police which arrived slightly earlier. 
In addition to the medical (emergency) equipment, the 
ambulance crew is equipped with the SemTag prototype. The 
patient is found unconscious in the living room. While the first 
care is provided by a rescuer, the second rescuer uses the 
mobile device to “scan” the patient’s wallet for her personal 
NFC equipped eHC or health information token. The 
application reads out the data in real time and provides the 
ambulance crew with health-related information of the patient 
who is still unconscious. Therefore the ambulance crew is 
aware that the patient is suffering from life threatening 
allergic reactions on certain medicines and adjusts their 
counter measures in helping the patient accordingly. The data 
stored on the NFC equipped eHC or health-information token 
was recently updated by the patient’s general practitioner 
(with approval by the patient) and resembles the basic medical 
data set as implemented in the German TI. The data was 
decrypted in real time through the use of the NFC SE 
implemented in the mobile device by the ambulance personnel.  
 

Requirements for the SemTag prototype system, as well as a 
technical description and potential process routine that supports 
the use case scenario are described in the following chapters. 

V. REQUIREMENTS FOR THE SEMTAG PROTOTYPE 
Requirements for the SemTag prototype were collected in 

the Bavarian testbed region for the eHC. A network of 
physicians comprising 500 ambulatory care physicians and an 
emergency facility were interviewed to elicit and verify the 
requirements [29]. The requirements entail that the emergency 
data for the SemTag prototype would be compiled by the 
patients’ general practitioner from an extensive documentation 
of patient’s historical medical data, stored within the 
practitioner’s local information system. The patient would 
have to agree on the usage of emergency data and additional 
data that might be included by the patient’s general 
practitioner. The signature of the document will guarantee that 
the content is reviewed and agreed on by both physician and 
patient. Within the network of physicians, it was 
recommended to agree upon a common location for the NFC 
tag to be stored in, e.g., the patient’s wallet, or attached near 
the patient’s entrance door. The authorization should include 
regional ambulance institutions that can equip their personnel 
with medical tablet devices running the SemTag prototype. 
The requirements elicitation shows that NFC tags should be 
updated, whenever the patient’s general practitioner considers 
it necessary, e.g., change in medication treatment or new 
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relevant diagnosis or possible allergies. A
practitioner has updated a patient’s emerge
patient can grant access to several individuals 
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To encrypt the data for a specific group of users, e.g. 

emergency personnel, the data can be secured with a Secure 
Module Card (SMC-B), which allows access to the data for 
the members of a specific institution. The size of the 
emergency data set is currently up to 7 kilobyte, which 
exceeds the storage capacity of most passive NFC tags, 
currently available on the market. However tags with up to 32 
kilobyte have recently been introduced [31]. A large number 
of keys for different groups of receivers might require 
additional storage capacity on the NFC tag. Thus far, the 
proposed SemTag prototype is conceptualized for only one 
public key from a HPC. The HPC is used to encrypt and 
decrypt the data. Currently there is no public key infrastructure 
available to implement the authorization process within the 
prototype. Therefore all public keys of the physicians to be 
authorized must be read directly from the corresponding HPC. 
Currently the prototype implements all services provided by 
the TI. The prototype allows the dynamic inclusion of 
potential further services given that the service description is 
provided by authorities in the Web Service Description 
Language (WSDL).  

VIII. POTENTIAL AND LIMITATIONS 
The eHC is not yet available to all health care institutions in 

Germany. The content of the emergency data is currently 
revised; therefore it is not yet possible to include the final 
emergency data set in the underlying manuscript. Currently 
passive NFC tags do not yet provide enough storage capacity 
to store comprehensive sets of emergency data and several 
encrypted keys at the same time. Despite these limiting 
factors, the system shows several advantages, compared to 
other options of patient data storage. Medical data stored on 
the eHC cannot be encrypted and read without physical 
contact. NFC tags could hold further data, which might 
improve the data logistics in care facilities or during home 
care of elderly people. Centralized electronic health records 
are not a feasible method for cooperation of caregivers in case 
of emergencies. Resistance among German medical personnel 
against centralized records led to the removal of this service 
from the eHC. Ubiquitously available (mobile) network access 
is not a likely option either, especially since latency time is a 
critical issue during emergencies [32]. Placing NFC tags in 
ideal locations for the processing of treatment or care, e.g., 
beside the entry door, can accelerate daily routines of 
caregivers. 

IX. FUTURE RESEARCH PROSPECTS 
So far, the status of the SemTag prototype is implemented 

as a proof of technology. The SemTag prototype demonstrates 
how NFC technology improves medical data accessibility, 
while utilizing the security features of the eHC. Further 
research could provide more use cases and is needed to 
evaluate the proposed infrastructure in a real world setting. 
Therefore we plan an evaluation of the SemTag prototype to 

gain insights into the potentials and pitfalls of the proposed 
system. The potential to securely exchange data via NFC tags 
can be utilized and embedded into various processes linked to 
healthcare [33]. In combination with the TI encryption and 
decryption services, the NFC peer-to-peer communication 
mode could provide a secure method of data exchange 
between medical devices.  
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