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Summary / Abstract
The purpose of this article is to show the importance of trust as a design aspect of context aware systems. We use an
example of a context aware application, identify user’s uncertainties and follow Muir’s [1] logic of a trust network to
show the relevant trust relations. Based on these results we provide recommendations how these relations can be supported leading to higher trust in the whole application and thus to a higher acceptance of the application. Our exemplary approach shall show developers and designers of such systems how important trust relations can be identified and what design choices can address this relations to enhance the chance of success of the context aware system.
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Introduction

Trust is a concept widely used in many different research
disciplines [2]. Usually the emphasis in research on trust
lies on its importance for human relationships were trust is
for example considered a “...key to understanding the relationship development process” [3] or “…a glue that holds
the relationship together” [4].
Besides its importance for human relationships researchers
highlighted that trust is also an essential aspect when investigating the adoption of new technology of all kinds [5],
[6] and that further research in this direction is necessary
[7], [8]. Despite the need for further insights, some authors
have already pointed out that many insights from research
on trust in human relationships can be adapted [8] or extended [1] for trust in IT artifacts.
Due to this impact many researchers emphasize the importance of trust building [6], trust support [9] and the identification of factors for the creation of trust [10] for supporting the acceptance and sustainable usage of new IT artifacts.
According to Muir’s argumentation, the main reason for
trust in IT artifacts being necessary is that humans can
hardly gain complete knowledge of the inner structures of
such systems [1]. Consequently we would expect the importance of trust to grow with the complexity of IT artifacts.
With the advent of ubiquitous computing, users will soon
be confronted with highly complex systems which additionally should disappear and according to Weiser [11]
“weave themselves into the fabric of everyday life until
they are indistinguishable from it”. As a result, users of
such systems will nearly have no knowledge of the inner
structures at all, leading to the conclusion that trust will be
a very important factor for the acceptance of ubiquitous
computing.

As a consequence, context aware systems (CAS), as an essential component of ubiquitous computing must be designed in a way that users can develop trust in these systems for being accepted and sustainably used [12].
The aim of this contribution is to discuss the nature of trust
in CAS and to provide a first idea of a trust model helping
to design such systems. To achieve this, in the remainder
of the article we will, provide our general understanding of
trust in section 2, discuss the specialties of trust in CAS in
section 3 and provide recommendations for the design of
trustworthy CAS in section 4. The contribution closes with
a conclusion and recommendations for future research in
section 5.
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Trust

Trust is interpreted as being very multifarious [13] [2] thus
leading to different definitions, depending on the respective point of view. Nevertheless, Rousseau et al. [14] noted
that the different definitions have a common core based
upon positive expectations and vulnerability. Our contribution builds upon the often used definition of Mayer et al.
[15]: “...trust […] is the willingness of a party to be vulnerable to the actions of another party based on the expectation that the other will perform a particular action important to the trustor, irrespective of the ability to monitor or
control that other party.”
Another consequence of the wide-spread use of trust is
overlapping categorizations. In order to cluster the different antecedents found in literature in a distinct manner, we
followed the interpretation of [13] and [9] using three main
categories of trust: dispositional trust, interpersonal trust
and system trust. Dispositional trust refers to the general
attitude towards trusting other people. This type of trust is
seen as being independent of a specific context or party,
can vary across societies [16] and is shaped in early child-

hood, and therefore hardly influenceable afterwards [17].
Interpersonal trust refers to trust that one person has directly in another person. This type of trust is party- as well
as context-specific. For example, you may trust your mechanic Bob to fix your car, but not to babysit your child.
The third type of trust, system trust, refers to trust that is
based on perceived properties or structures of an institution
or system. This can refer to trust in the monetary system or
the internet.
In considering the discussed relations of trust can be established, trust, whether in persons or systems, is not available just from the start and needs a structure and a constant
care. This procedure can be described as a trust process. In
this context, there are several distinctions in the literature.
For example a process with the phases before and after the
first interaction [4] or a process with the three phases of
building, maintaining/stabilizing and loosing trust [14].
Various authors such as [18] see at the beginning of a
transaction a high level of Trust. This initial trust grows,
but changes also with the increasing length of the relation.
It is based on a relational decision, personal disposition or
existing information. The trust must be constantly maintained, so that it remains. The disappointment of the trustor
by the trustee leads to a loss of trust.
According to McKnight et al. [18] there are three areas of
influence on the trust-building to differentiate: Disposition
to Trust (conclusions about the trustworthiness retained by
the use of human behavioral characteristics), Cognitive
Processes (e.g. categorization processes to assess the perceived trustworthiness) and Institution-Based Trust (existence of structural assets). The three areas of influence
have either a direct effect on trusting intention or have an
indirect effect concerning the trusting beliefs. Trusting beliefs are characterized by the dimensions Benevolence,
Competence, Honesty and Predictability [6]. Perceptions
about all for factors can usually be built quickly at the beginning of a relationship and don’t need to be created up
over the time.
Especially when acting in terms of the familiarity, past information plays a special role, which arise from the own
trustee´s experiences [19]. If there is no subjective information available, the trustee must align with the experience and knowledge of third parties. In this case we talk
about reputation. Reputation is defined as “a characteristic
or attribute ascribed to one person (form, industry, etc.) by
another […] operationally this is usually represented as a
prediction about likely future behaviour” [20]. It is based
on opinions, knowledge and experience of other people
about the trustworthiness and competence of a person or
institution [20]. In this way the past behavior is used as an
indicator of future behavior.
Considering trust in complex systems, like CAS, Muir [1]
states that it is like that trust in such systems are best represented by a so called trust network including the different stakeholders, e.g. user, system and developer.
Building upon this theoretical basis in the remainder of this
contribution we will consider the function, processes and
different stakeholders of trust in CAS.
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Trust in Context Aware Systems

Each trust situation is always preceded by an element of
risk and uncertainty. Luhmann [19] [21] emphasizes this
point and argues that trust reduces information complexity
and lowers the perceived risk of a transaction. Mayer et al.
[15] expect that trust should have a positive influence on
risk taking in a relationship because trust is likely to alleviate concerns regarding these types of possible negative
consequences. According to this, we will introduce below
a case study from previous work [22] [23] to illustrate a
context aware system and to drive element of risk by using
this system:
Our case study Mobile Event Guide (MEG) can be described as a conceptual example of an event guide realized
through mobile technologies. MEG is a context-based mobile application for people visiting large art or other cultural events. It helps users to find their way around large
events quickly and in a targeted way. Based on an evaluation of current contextual-data, a preset user profile, preference records, and continually generated visitor statistics/evaluations, this service provides customized information and services, as well as community communication
for users across the entire event. In addition to this, local
and urban exhibition-limited ratings, votes, and forums are
set up. These include individually customized tours as well
as listings of the most important attractions, works of art,
and current accompanying events within the local vicinity
of the user's current location. It is also important to mention that there is no single day like another and the preferences of experts and art novices could differ extremely.
Nevertheless it is possible to publish and automatically
evaluate rankings about the most attractive works of art
and even to create timing-, weather- and visitor-numberbased route plans.
Such a local and contextual mobile social software solution is enriched by the voice of the crowd. The mass of
visitors acts as a counter balance to the opinion of expert
art critics. Indeed, visitors are given a voice and an opportunity to influence the interaction. Recommendations and
rankings are aggregated and could be retrieved locally. Besides this daily or weekly cluster results can be retrieved.
People can see how people of the same age or people from
their own regions have rated the artworks. Also friends and
acquaintances can be identified. Information about whether
or not they join the event currently and where they are located could be provided. Guidance systems and directions
to facilities can be optimized and information can be send
in a location-related way. All visitors, however, will only
be able to submit a critique when they are actually at the
location and have been identified as a visitor. It will be
possible to create forums, tips and even new usergenerated categories for ratings. Thus the visitors will become part of a local and contextual event.
This example demonstrates many situations in which they
exists uncertainties and thus trust plays a significant role.
We can identify the following uncertainties:

-

Information Quality; Resembles uncertainty towards
desired characteristic of the information like accuracy,
meaningfulness and timeliness [24]. Information
Quality is important for the users of the MEG when
they want to visit accompanying events within the local vicinity of their current location. The user would
be disappointed if he wants to visit such an event but
it has been cancelled and the information was not updated.
- Quality of Context Data; Reflects uncertainty concerning the correctness of the gathered sensory input [12].
Quality of Context Data is important when the users
want to view art critics of experts or other visitors exactly for the artwork they are currently looking at. The
MEG must ensure that it can capture this context even
if several art-works are in the current location.
- Quality of System Generated Solutions; Resem-bles
uncertainty towards the quality of the computed solution or recommendation [8]. Quality of System Generated Solutions is important for the users when they
decide to use the service for getting a timing-,
weather- and visitor-number-based route plans.
- Information Privacy; Reflects uncertainty concerning
the ability to control when, how, and to what extent
user´s personal information is communicated to others
[25]. Information Privacy is important when the MEG
uses cur-rent contextual data, a preset user profile and
preference records for computing customized information and services. The MEG will have to communicate
with other sys-tems to create these information and
services and must en-sure that data the user doesn’t
want to share will not be ac-cessible for other parties.
- System Dependability; Resembles uncertainty towards
desired characteristics of the system like reliability
and availability [26]. System Dependability is crucial
in many situations in the scenario. The user would be
disappointed if he is looking at an artwork and want to
gather more information, or when he wants to check
whether there are any events in his local vicinity but
the service is currently out of order.
- Feeling Control; Reflects the feeling of having something under control as a result of our experience forms
an important trust factor [27]. Thereby we talk about
our own abilities and experiences. It does not depend
on the actual existing knowledge and skills, but on our
own perception of it.
Based on the identified uncertainties we will now use our
theoretical foundation and Muir’s [1] logic to create the
trust network of our scenario.
The first step is to identify the different parties or stakeholders that are included into the trust network. In our scenario we can identify four groups: The provider of the
MEG, the MEG itself, the different event organizers supplying information about local events they are hosting and
the users of the MEG. Like Muir [1] we decided to split
the users into two “parties” (user 1 and user n) to show that
there are also trust relations between the single users. Figure 1 visualizes the trust network of the MEG scenario.

Figure 1 Trust network of the MEG
The next step is to explain some general points concerning
the trust network. Firstly it seems obvious that the MEG
does not trust any other party of the network because it is a
CAS and does not match our definition which focuses on
human trust. Secondly it seems quite confusing that every
party has a trust relation with all the other parties involved.
This effect is caused by a detail in the MEG scenario. We
allow the users to submit critiques concerning the different
locations. These information are known as user generated
content [28] and this detail leads to the complexity of the
network.
The last step is to discuss the different relations inside the
network. The operator has to trust the MEG, otherwise he
would not offer it to its customers because he would risk
his reputation. Additionally, due to the user generated content, the operator must trust his users that they provide valuable content for the other users. Finally he needs to trust
the locals to provide up-to-date information about the current local events to ensure satisfied customers.
The locals need to trust the MEG that their events are recommended to the target group in the right moment to gain
additional visitors. They also need to trust the operator that
he commits to the agreed conditions. For example one local event organizer paid some amount for a specific number of recommendations in their target group or all locals
agreed with the operator on a “fair” recommendation of the
single local events. Finally, like the operator, they need to
trust the users of the MEG to provide valuable information
for the other users if the same event will be repeated several times during a longer cultural event like the Documenta
in Kassel which lasts for 100 days.
The users need to trust the MEG in providing exactly the
information they need in a specific situation, otherwise
they would not use the system or could not fully enjoy
their visit because the MEG requests some of their attention. Additionally they need to trust the operators concerning the selection of appropriate and high quality expert art
critics or recommendation of certain events based on their
individual preferences and not on monetary factors. They
also need to trust the locals to provide accurate and up-todate information about the events in the vicinity. Additionally, they need to trust each other for being able to make
decision based on the provided user generated content.

Last but not least the user also needs the feeling that he has
the ability to fully control and correctly use the MEG.
The complexity of the network shows that many different
trust relations have to be considered and correctly supported to ensure the success of the whole network and consequently the system. In the next section we will provide recommendations concerning the trustworthy design of CAS.
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Recommendation for Designing
Trustworthy Context Aware Systems

Due to the complexity of our developed trust network we
will exemplary address some of the identified trusting relations. Therefore we have to focus on only some which we
think are very important for the success of the MEG. Following the user-centered design approach [29] we will target the trusting relations that resemble the end user trust in
his own abilities and the other parties of the MEG. Based
on this choice we will in the latter discuss the major points
concerning the following five trust relations of our trust
network:
- user 1 Æ user 1
- user 1 Æ user n
- user 1 Æ MEG
- user 1 Æ providers
- user 1 Æ event organizers
We will start discussing how to support the trust of the end
user in his own capabilities of using the system (user 1 Æ
user 1). Own/past experiences play a major role to support
the identified uncertainties “Feeling of Control” and “System Dependability”. A factor, both in building and maintaining the trust exercises the experience of the individual,
which the user draws from his own past information. This
influence in the form of individual experiences in dealing
with the technology or the technical infrastructure enhances user trust in institutions or in own abilities and
competences. One measure would be the early involvement of users in the design process. Hermann et al. [30]
present in this context with the social technical walkthrough an approach for participatory development of new
systems. After the preparatory phase prototypes and process descriptions will be discussed in workshops held in
conjunction with future users.
Concerning the support of the trust relation between one
end user and the other end users (user 1 Æ user n) we can
use reputation to support the uncertainty “Information
Quality”. The MEG scenario builds upon the idea that users customized information and services, offerings around
large arts and cultural events, are available. These offers
are based on current contextual data which are available at
all times and regardless of the location. They also are
based on the preset user profiles, preferences and user statistics. Thus the information in MEG differ in general information (e.g. user generated content about the history of
an art), time-critical information (e.g. user generated
evaluation of an ongoing event), and context information

(e.g. the queue in front of an exhibition, weather information). The user does not distinguish between the different
types of information. So measures must be built to develop
user trust in information. Similarly, measures need to be
built to prevent trust injurious behavior. This can also deal
with the use of past information, but by third parties. The
trustworthiness and the quality of the information are generated by a third party. The level of trust can be greatly increased if the positive information rapidly and extensively
spread within the network. Reputation is therefore an important indicator. It supports the establishment of trust both
through perceived competence and perceived goodwill [9].
There are several ways to promote the communication and
visualization of reputation indicators. The identification
and the placement of reputation made by specific organizations (e.g. eTrust, Schufa) are a way to provide the perceived competence. Other ways are reputation mechanism
to evaluate user and system generated contents. For example methods of peer-rating for direct evaluation or implicit
rating-methods, that are based on the popularity of a reputation object (e.g. by the number of links to a person or a
contribution or the number of times).
The next point is the end userg trust in the MEG (user 1 Æ
MEG). One important uncertainty which needs to be countered here is the uncertainty towards the quality of system
generated solutions. Therefore we need to support the
user’s belief that the system is trying to generate the best
possible solution for him. This can be done by making the
process used to generate this solution more open. So the
MEG should be able to provide information why he generated exactly this solution in this moment for that user if the
user wants to get this information. Additionally the user
should have the possibility to choose between different solutions if he thinks that the presented solution is not suitable. The MEG should offer the opportunity to decline a
generated solution leading to a new calculation or leading
to the presentation of e.g. 3 solutions leaving the final
choice to the user himself. Another uncertainty which
should be countered here is information privacy. The MEG
should provide a detailed and easy-to-use possibility to define which personal information can be seen by the other
users and which can only be used by the system to generate the best possible solutions. This could be done using
different roles for the single participants of the trust network ensuring that unknown users can e.g. only see pseudonyms instead of one real name but also supporting the
opportunity to provide specific information to known users
which could be meet e.g. for dinner.
Another important aspect is user trust in the provider of the
MEG (user 1 Æ provider). In our theory section we mentioned that trust in other parties is e.g. based on characteristics like competence and benevolence. The user’s perception of the provider’s characteristics can be influenced to
increase user trust in the provider. An example could be
that the user can try the MEG for some hours without obligation. This would increase the perceived benevolence of
the provider because the user has the feeling that the provider has the interests of the users in mind. Additionally

this action would increase the perceived competence of the
provider because it seems that he is convinced that his service has a very high quality. Otherwise he would not offer
this non-binding possibility of testing the MEG.
Last but not least we need to discuss how we can support
user trust in the different event organizers (user 1 Æ event
organizer). An important uncertainty in this context is uncertainty towards the quality of the information provided.
It would be very disappointing for the user if events he
wanted to visit and he basis his route on were cancelled
and this information was not available in the MEG. A possibility to counter this uncertainty is to provide information
about when the event information were gathered or updated. Information which were provided e.g. today seem
much more reliable to the user than event information
which have not been updated for e.g. 3 months. Therefore
the MEG should provide details about the timeliness of the
event information provided to help support the user’s decision to plan a visit of that specific event or not. Another
possibility is to include an option in the route-planning
system which allows the user to exclude local events from
the calculation if the provided information is older than
e.g. 1 month. This would additionally support user trust in
the MEG.
The last example shows that the effect of single design
choices can affect multiple trust relations in the network.
Vice versa the designer should be aware that there could
be effects which help to support one trust relation but at
the same time have a negative impact on other trust relations in the network. Therefore we urge to evaluate the
single design choices concerning their impact on the different identified trust relations.

5

Conclusions

In this paper we pointed out that trust is an important design aspect of CAS. Firstly we provided our understanding
of trust. Then we described why trust is an essential element when designing CAS. Afterwards we identified possible uncertainties to use such applications and created the
trust network of the MEG. Thereafter we discussed how
important relations of the trust network can be supported to
strengthen user trust in the MEG leading to a bigger
chance for success of this system. The main aim of this article is to encourage system developers and designers to
consider trust as an important design aspect of CAS.
Future research should focus on a more theoretically based
choice of specific design aspects. We provided several
ideas from theory and practice but for systematically support the different trust relations in high complex and innovative system it seems very promising to identify and
check relevant theories to gather completely new theoretically based design ideas that help supporting the success of
CAS. Furthermore it could be promising to involve the potential future users early in the design process to get additional ideas and wishes that help to enhance the degree the
system meets their requirements.
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